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Remote Assistance

Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Advanced...

Remote Desktop

Choose an option, and then specify who can connect.

(O Don't allow remote connections to this computer

(® Allow remote connections to this computer

[] Allow connections only from computers running Remote
Desktop with Network Level Authentication (recommended)

Help me choose Select Users...

Cancel Aoply
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Microsoft Windows [Version 10.06.19045.3086]
(c) Microsoft Corporation. All rights reserved.

C:\Users) »ipconfig

Windows IP Configuration

Ethernet adapter Ethernet 2:

Media State . . . . . . . . . . . : Media disconnected
Connection-specific DNS Suffix :

Ethernet adapter Ethernet 3:

Connection-specific DNS Suffix
Link-local IPv6 Address .

IPv4 Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Ethernet:

Connection-specific DNS
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask . :

Default Gateway .
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SS9 1y a5 8 90 60,5 oL USEr NAME ,olS ,o § oS

| Remote Desktop
"¢ Connection

Computer: I Example: computer fabrikam.com v

Username: None specified

The computer name field is blank. Enter a full remote computer
name.

(» Show Options Connect Help
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& Remote Desktop Connection b 4

The remote computer could not be authenticated due to problems with its
security certificate. it may be unsafe to proceed.

Certificate name

5] Name in the certificate from the remote computer:
laptop-7

Certificate emors
The following emors were encountered while validating the remote
computer's certificate:

/1. The cerificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[} Dont ask me again for connections to this computer

| View ceficate... | L Yes | [__No
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& Remote Desktop Connection - X

;,[ Remote Desktop
»*) Connection

General Display Local Resources Experience Advanced

Logon settings
k‘l Enter the name of the remote computer.
\.
Computer: I Example: computer fabrikam.com v |
User name: l ]

The computer name field is blank. Enter a full remote computer

name.
Connection settings
Save the cument connection settings to an RDP file or open a
‘ saved connection.
Save Save As... Open...

() Hide Options  Help

10



Display _iales doxie base (go5lasl aulass

Gaas B ol atils | isles amio Sl 385 L a8 cenl ol el o s Yoo
S PRUARLER ey &S Sloj Lol canl alols ybjun ygumalS ioled azmins 511, CuaS' L
L Led bL3,J o ol (San 08 5 950 o0 axlge 488y b aled amio (5lo 03l &5 il
oS el ol b Sl 51 S SISt ol Uo 6l s oo s 095 @b lee 3 gualS

s ials |, Remote Desktop il axio sojlusl

23 (P95 53 (9 S S8l,0 65 mb CedS g ol L) polal 35l e il I (0
o3I a5 (gl lyn IS b e Lozl 5 5505 slosl aiby sk sl

a |, o33 lgs 51 Display configuration jsls ,s ¢ Display 5, jo «ioles axio
Jolaz L 5 S kS b gl g 5 1Sz sS el azio (g0l oty SMall e

ools Liales 5 5,5 ojlusl conass Large caus a0 )51 5 04 0 o0lo iales 6 il Cas p

Syl ks o ol (GYb G o a4 a5 04 oo

11



b%:’:f:el;’»’:, _onnectior —

| Remote Desktop
“~»¢ Connection

General Display Local Resources Experience Advanced

Display configuration

Choose the size of your remote desktop. Drag the slider all the
way to the right to use the full screen.

Small ' Large

Full Screen

[] Use all my monitors for the remote session

Colors

Choose the color depth of the remote session.
b’ Highest Qualty (32 bit) v

Display the connection bar when | use the full screen

(4 Hide Options Connect Help

aS oS padai |y el ioled jo colaiul 0,90 ST, slows wles o Colors ,sls ;o
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& Remote Desktop Connection — X

| Remote Desktop
"¢ Connection
General Display Local Resources Experience Advanced

Remote audio
B Configure remote audio settings.

E Settings... i

Keyboard
Apply Windows key combinations:

A Only when using the full screen v

Example: ALT+TAB

Local devices and resources

Choose the devices and resources that you want to use in
#y| yourremote session.

Printers Clipboard

More...

(4 Hide Options Connect Help
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& Remote Desktop Connection X

&,f Remote Desktop
»*) Connection

A
~

Remote audio playback
(® Play on this computer
“ (O Do not play
(O Play on remote computer

Remote audio recording

” (®) Record from this computer
- (O Do not record
==
MTPnnters [MTClipboard
,M°,r3'i'
f Hide Options Connect Help

S8 gl yo aiile ;K08 sla 158l Cow S SIS MOME gauSs (595 0 ST 505 e 4o
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‘3 Remote Desktop Connection

Remote Desktop
~>¢) Connection

& Remote Desktop Connection

4| Remote Desktop
~>¢) Connection

Local devices and resources

Choose the devices and resources on this computer that you want to

use in your remote session.

Smart cards or Windows Hello for Business

[JPorts
[JDrives
[Jvideo capture devices

[ WebAuthn (Windows Hello or security keys)

[JOther supported Plug and Play (PnP) devices

OK

11

Cancel
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% Remote Desktop Connection

&j_ Remote Desktop
»¢) Connection
General Display Local Resources Experience  Advanced

Performance
. Choose your connection speed to optimize performance.
=

~— | | Detect connection quality automatically v

Modem (56 kbps)

Low-speed broadband (256 kbps - 2 Mbps)
Satellite (2 Mbps - 16 Mbps with high latency)
High-speed broadband (2 Mbps - 10 Mbps)
WAN (10 Mbps or higher with high latency)
LAN (10 Mbps or higher;

Detect connection quality automatically

Show window contents while dragging

Menu and window animation
Visual styles

Persistent bitmap caching
Reconnect if the connection is dropped

f Hide Options , Help

a6, pelar 5l 6 S ol sl Persistent bitmap caching sau ;s o5 ol 55 o
o same Jlasl sl connection is dropped Reconnect if the sau ;3 55,0

Byle 0 0,8 Jlasl SLSU aas ;)

19



Advanced _ioul g 48 i gbay ;S

authentication Server sls’ ;o .05,ls )13 ool Sleglas Advanced S, o

S &S (Fyge 500500 513 (hiee Feneels 4 Jlail Coal 9590 )0 (Sl sl laia

Home STasl azls 1,3 Warm me 4, . if server authentication fails Ll

S9y p2 S| 0gh o000l Jade Lad a0 Jlas! 5l L8 ol aslas ol gawlis b

Jaie 9w a0 el (Gamlis 4 axg5 a0 9 wukais Me Connect and dont warm

Gl 9 Sl pac O ygo 40 0,50 1,8 DO NOt Connect gy, » 514 o aalys

Do oo Jate Hlie jgpm 4 Suial

B Remote Desktop Connection — X

| Remote Desktop
"¢ Connection

General Display Local Resources Experience Advanced

Server authentication

ﬂ?;»] Server authentication verifies that you are connecting to the

Lio intended remote computer. The strength of the verffication
required to connect is determined by your system security
policy.

If server authentication fails:

Wam me v

Connect and dont wam me
“Wam me
Do not connect

gure se d

Settings...

Conned| f

O
O
I
B
=
i
I
O
I
T
O
-

User authentication
g? [[] Use a web account to sign in to the remote computer
-

(4 Hide Options Help
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%5 Remote Desktop Connectic
B/ Remote Desktop

& RD Gateway Server Settings X

| Remote Desktop
") Connection

Connection settings
(® Automatically detect RD Gateway server settings
(O Use these RD Gateway server settings:

Allow me to select later
Bypass RD Gateway server for local addresses

(O Do not use an RD Gateway server

Logon settings

Use my RD Gateway credentials for the remote computer

Cancel

Use these RD g4 55 conlis S oulats  ctws & j90 a1y o] suslgse ST Ll

a alaii g, pb SEIVEr NAME Lol5 jo e g 05 L |, Gateway server settings
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Command Prompt - CMD b 3 L3 SaS 4 liSws Sgesy (g5l Jed
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reg add “HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server”
/v fDenyTSConnections /t REG_DWORD /d 0 /f

netsh advfirewall firewall set rule group="remote desktop” new

enable=yes
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% Remote Desktop Connection

Remote Desktop
»¢) Connection

Remote Desktop Connection

@ Remote Desktop can't connect to the remote computer for one of these reasons:

1) Remote access to the server is not enabled
2) The remote computer is turned off
3) The remote computer is not available on the network

Make sure the remote computer is turned on and connected to the network, and that remote
access is enabled.
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